ConnectWise Manage (PSA) Vulnerability Report

Title: Comprehensive Analysis of IDOR Vulnerability Exposing Encrypted Passwords

Executive Summary: A significant IDOR vulnerability was discovered within the “My Time
Sheets” portion of the ConnectWise Manage application and has been shared in a previous
report. Further investigation has uncovered a more severe aspect of this security flaw.
Exploitation of this vulnerability through specific manipulation of the ‘timeSheetRecld’ in POST
requests not only grants unauthorized access to time sheet data but also exposes encrypted
local passwords for all users within the tenant. This discovery significantly escalates the security
risk, as it could allow attackers to decrypt and gain access to user accounts across the
ConnectWise Manage environment. Immediate and comprehensive actions are required to
address this vulnerability, protect sensitive user data, and uphold the integrity and trust in our
security measures.

This report aims to provide a detailed analysis of the vulnerability, assess its impact, and offer
actionable steps to rectify the issue, thereby strengthening the security posture of the
ConnectWise Manage application.

Technical Details

Description of Vulnerability:

During a vulnerability check of the ConnectWise Manage application, an IDOR vulnerability was
identified within the “My Time Sheets” page. Through further investigation, it was found that
this vulnerability leads to the access of all data within the ‘timeSheetMember’ database. This
data includes, but is not limited to, the encrypted passwords for the user. This vulnerability also
exposes the ‘hourlyCost’ of employees which is directly correlated to employee’s salaries.

Steps to Reproduce:
1. Access the ConnectWise Manage site and navigate to the ‘My Time Sheets’ page.
2. Intercept a POST request made when attempting to load the page.
3. Modify the ‘timeSheetRecld’ parameter within the POST request
4. Record the response as this now includes all the date stored within ‘timeSheetMember’

Impact Assessment:

The exposure of encrypted passwords via an IDOR vulnerability poses a severe security risk. It
enables unauthorized individuals to potentially decrypt and access all employee accounts within
the ConnectWise Manage tenant and could lead to unauthorized account access, compromising
personal and sensitive information. This vulnerability underscores the need for stringent
security measures to protect against unauthorized data access and ensure the confidentiality of
user information.

Ryan Sheidow — 02/20/24



ConnectWise Manage (PSA) Vulnerability Report

Evidence:
Anonymized screenshots below show the outgoing POST request and the returned data. These

screenshots have been edited to ensure that no sensitive employee or company data is visible.

Capture of the initial POST request:

+ Newv ) Recentv [ Calendar  GF MyTimeSheet 3 Chat with Support

P open Time sheets > Time sheet
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The response shown when modifying the ‘timeSheetRecld’ to show all employee’s results:
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Full response showing encrypted password:
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Mitigation Recommendations:

1. Access Control Enforcement: Implement server-side validation checks to verify that the
user requesting data is authorized. This would involve comparing the user's session
information with the ‘timeSheetRecld’ they are attempting to access.

2. Indirect Object References: Instead of using direct object references in HTTP requests,
employ indirect references. This mapping should be stored securely on the server.

3. Encrypt Sensitive Data: Review and enhance the encryption methods used for storing
passwords and other sensitive information. Employ strong, up-to-date cryptographic
standards to secure data at rest and in transit.

4. Session Management Enhancements: Strengthen session management to ensure that
direct object references like ‘timeSheetRecld’ cannot be manipulated. This might include
implementing more robust mechanisms for tracking user sessions and their associated
permissions.

These measures will help remediate the current IDOR vulnerability and will protect both user
data and the overall security of the ConnectWise Manage application.

Conclusion:

This report has detailed a significant security vulnerability within the ConnectWise Manage
application, specifically an IDOR vulnerability that exposes encrypted passwords among other
sensitive data. The findings highlight a critical risk to user privacy and security, necessitating
immediate and thorough remediation efforts. By following the outlined mitigation
recommendations, it is possible to significantly enhance the application's security posture,
safeguard user data, and restore confidence in the system's integrity.

Appendix:

Notification to Users Regarding Vulnerability and Password Reset: Considering the identified
security vulnerability exposing encrypted passwords, it is essential to inform all users of
ConnectWise Manage that don’t utilize SSO of the potential risk to their accounts. Users should
be advised of the vulnerability's nature, the potential for their encrypted passwords to have
been accessed unauthorizedly, and the immediate need to reset their passwords as a
precautionary measure.
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